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Abstract—Abstract— The Social Internet of Things (SIoT) 
concept extends beyond the Internet of Things (IoT) by integrating 
principles from social networking to form interconnected 
networks of intelligent objects. This integration enables the 
creation of smart objects that can interpret and react to human 
needs and requirements, resulting in an enhanced interactive 
encounter. However, the complex nature of these systems presents 
challenges when it comes to validating their effectiveness and 
performance in various real-life scenarios. To overcome this 
challenge, this paper introduces a novel simulator called SIoTSim 
that provides complex simulation functionalities and presents 
different SIoT relationships, including Human to Human, Object 
to Object, and Human to Object relationships. Additionally, the 
simulator also models the behaviour of SIoT systems in different 
contexts to create realistic SIoT datasets, taking into account 
various contextual factors, such as user behaviour, interactions 
within social networks, and device characteristics. By using 
SIoTSim, researchers and developers can effectively assess and 
analyse the performance of their SIoT systems. The insights gained 
from the simulation results could guide decision-making processes 
and facilitate the development of more efficient and reliable SIoT 
systems that are better suited to meet the needs of users in different 
contexts . 
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I. INTRODUCTION 
The rapid advancements in communications and computing 

have led to the emergence of various technologies that 
collectively support a network of intelligent and interconnected 
objects. This ecosystem can be described in diverse ways, IoT 
and Machine to Machine Communication (M2M). As a result, 
the implementation of intelligent features, whether integrated 
within devices themselves or provided through cloud-based 
storage and processing, has turned the long-standing vision of 
machine intelligence into a tangible reality. Over the past years, 
researchers have extensively discussed the idea that enriching 
communication in IoT ecosystem with concepts and aspects 
from Social Networks (SN) enhances the potential of connected 
devices. This approach aims to provide more meaningful and 
interpretable interactions for the benefit of end-users [1]. This 
convergence gives rise to the concept of the Social Internet of 
Things (SIoT), which constructs a social network of 
interconnected intelligent objects. While IoT follows two 
interaction paradigms, human-to-human (H2H) and thingto- 
thing (T2T), SIoT adds human-to-thing (H2T) interactions. 
Objects in SIoT are able to interact similarly to humans, based 
on different types of relationships [1] [2] [3]. The initial phase 

of socialisation that contributes to the formation of a parental 
object relationship (POR) is consistent among objects produced 
simultaneously by the same manufacturer. This form of 
relationship will not change with time but can be updated by a 
distributed event. The co-worker object relationship (COR) 
refers to objects collaborating in shared experiences, such as 
work, to achieve common objectives, but only within specific 
locations like offices or laboratories. A co-location object 
relationship (LOR) emerges when objects share individual 
experiences, typically based on location. Both co-location and 
co-worker relationships are subject to change over time and in 
response to interaction frequency and reputation. Objects 
sharing the same owner establish an Owner-object relationship 
(OOR). Lastly, the social object relationship (SOR) pertains to 
objects that sporadically or consistently come into contact and 
are inherently associated with their owners. The nature of this 
relationship hinges on planned interactions managed by 
owners, influencing whether these objects evolve into friends 
or remain strangers [4]. In SIoT, objects take some capacity 
from humans and mimic their behaviours when searching for 
new friends. After an owner defines the rules, an object builds 
and manages several types of relationships and applies them to 
navigate the network searching for services [5]. The SIoT 
brings added value to users by facilitating more effective 
navigation, service discovery, trustworthiness, and other 
benefits. However, the complexity of these systems makes it 
challenging to validate their effectiveness and performance 
under different real-world conditions. To address this challenge, 
this paper introduces a simulation tool called SIoTSim that 
represents the social relationships of an entity in SIoT. The 
primary objective of the SIoTSim is to simulate and analyse the 
behaviour of SIoT systems such as devices, sensors, and users 
in different SIoT contexts, enabling the generation of realistic 
SIoT data for testing and evaluation. Moreover, SIoTCim offers 
flexibility and adaptability, allowing the customisation of 
various simulation parameters to produce tailored synthetic 
data. It incorporates a range of functionalities, including the 
simulation of different sensors and networks, as well as the 
modelling of various attacks and vulnerabilities. The remaining 
sections of the paper are organised as follows: Section II 
provides an overview of the current state of SIoT simulators, 
section III offers a detailed description of SIoTSim, Section IV 
presents the possible scenarios that can be simulated using 
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SIoTSim Finally, Section V concludes the paper, and outlines 
future research directions. 

II. RELATED WORK 
As the SIoT paradigm gains more attention in research, it is 

important to find appropriate simulation tools to design a 
specific SIoT environment that incorporates the social structure 
of objects. While there are various simulation tools available 
for the IoT environment, such as OMNET++, NS2, and Cooja, 
not all of them are suitable for addressing the complexity of the 
social structure of objects in the SIoT environment [6]- [7]. This 
section focuses on the simulation tools, which can specifically 
be related to SIoT. The literature frequently employs several 
simulation tools for this purpose, which are summarised in 
Table 1 and discussed below. 

Osterlind et al. introduced a simulator named COOJA, 
designed for cross-level simulation using the Contiki sensor 
node operating system [8]. This simulator enables concurrent 
simulations at multiple levels, including the network level, the 
operating system level, and the machine code instruction set 
level. Cooja allows researchers to analyse the performance and 
behaviour of their WSN designs in a simulated environment 
before deployment in real-world scenarios. Varga et al. put 
forward a simulator known as OMNeT++ specifically designed 
for low-level peer-to-peer communication networks, focusing 
on optical switches and stored networks [9]. OMNET++ is a 
commonly used discrete event simulation tool in sensor 
network research. It is a well-established and comprehensive 
tool that can be used to integrate external factors to meet 
specialised environmental requirements. For example, 
OMNET++ can incorporate mobility for vehicular networks 
and include social profiles of objects to enhance application 
capabilities [10]. Generally, due to its flexibility, OMNET++ 
can be used in various domains and applications. SWIM was 
initially introduced as a mobility model for ad-hoc networking 
and is capable of producing synthetic traces of mobility patterns 
to create a small world. Additionally, SWIM is designed to 
consider social behaviour similar to that of humans in reallife 
scenarios. Moreover, statistical analysis has shown that the 
synthetic traces generated by SWIM are quite similar to those 
of humans [11]. Henderson et al. introduced a simulator 
framework known as ns3. This framework is designed to 
consume network packets by utilising real device drivers or 
VLANs [12]. NS- 3 is an open-source discrete-event simulator 
that is considered to be the successor of NS-2. It is a versatile 
tool that can be used to create simulation scenarios that closely 
resemble real-world devices and protocols. Due to its 
adaptability and flexibility, NS-3 is a popular choice for 
network simulation across various fields and applications [13] 
[14]. There are many other simulation tools available besides 
the ones discussed previously that have been used by 
researchers to simulate the SIoT environment. These include 
Python, and Microsoft Visual Studio. Researchers used Python 
as a simulation environment, especially for prediction-based 
studies. Kasnesis et al. introduced a simulator named ASSIST, 

which focuses on agent-based semantic rules and services 
specifically designed for SIoT applications [15]. Abderrahim et 
al. introduced a simulator named TMCoT-SIoT, which is a trust 
management system that utilises community interest to mitigate 
on-off attacks [16]. Defiebre et al. developed a simulator known 
as DANOS, which aims to enhance object profiles and their 
interaction behaviour by incorporating intelligent features like 
human friendships [17]. Recently Gazi et al. focused on 
developing a SIoT simulator to address traffic congestion issues 
in urban areas through a monitoring traffic control system [18]. 

 
 

III. SIOTSIM: SIMULATOR IN SIOT 
SIoT refers to a network of diverse IoT devices that 

collaborate to create an intelligent ecosystem, aiming to assist 
users in their tasks. These devices interact with each other based 
on predefined relationships, mimicking the structures found in 
social networks. Therefore, SIoTSim illustrates the capabilities 
of the system in facilitating autonomous relationships among 
SIoT objects. These relationships allow the objects to exchange 
best recommendations with each other and their respective 
owners. Additionally, the SIoTSim simulates and analyses the 
behaviour of SIoT systems such as devices and users in 
different SIoT contexts, enabling the generation of realistic 
SIoT data for testing and evaluation. Some modelled 
functionalities that take part in the simulation process include 
(i) forming friendships between users, (ii) users joining 
Communities of Interest (CoIs; i.e. social groups), (iii) devices 
dropping connections and leaving the network, (iv) users 
probabilistically communicating (individually, multicast as part 
of a CoI, or broadcast to all their connections), and (v) 
stochastic malware propagation across the network. The 
simulator has been implemented using Python and deployed on 
Google Colab to facilitate cross-platform access, provide a 
user-friendly interface to configure the tool as needed and 
enable on-demand computational resources. 

A. SIoTSim design 
The simulated network is represented as a NetworkX 

MultiDirected Graph (MultiDiGraph) to capture bilateral 
relationships between entities. Additionally, the simulation 
process is based on generic timesteps to capture the 
functionalities’ temporal qualities. SIoTSim consists of 2 key 
high-level modules: Nodes and Events. 

 
1) Nodes module: A Node is modelled as an abstract class 

that represents any entity (namely Users and Devices) within 
the simulation graph. It does not directly represent a specific 
node in the graph, but rather provides a shared set of attributes 
and behaviours across all entities in the graph. Each node in the 
simulation graph shares the following attributes: 



TABLE I 
EXISTING NETWORK-SIMULATION TOOLS 

 
Ref 
[8] 

Simulators 
Cooja 

Languages 
C/Java 

Scope 
Network 

Mobility 
Yes 

Cyber-attacks simulation 
Incorporated custom Extensions 

Overall practical 
Significant 

[9] OMNeT++ C++ Network Yes Incorporated custom Extensions Average significance 
[12] NS-3 C++ Network Yes No Significant 
[15] ASSIST NA SIoT No No Low significance 
[16] TMCoT-SIoT Python SIoT No No Low significance 
[17] DANOS Go 1.12 SIoT No No Low significance 
[18] Traffic simulator C SIoT No NA Low significance 

 
 

• Trust Value: This attribute denotes the level of trust 
that other nodes in the graph have towards this particular node. 
It is likely used to determine the interactions and relationships 
with other nodes. 

• Connection Status: This attribute indicates the 
connectivity status of the node to the network. This attribute is 
automatically set to true for the user’s node when at least one 
of their devices is connected to the network. It is used to 
determine which nodes can communicate with each other. 

• Node ID: This attribute serves as a unique identifier 
for the node. It can be manually assigned during instantiation 
or automatically generated in a sequential manner. The ID 
attribute plays a crucial role in identifying nodes within the 
simulation graph. 

• Connections Established: This attribute is a list that 
contains the connections to other nodes of the same type. In 
other words, a user node can only be connected to other User 
nodes, and a Device node can only be connected to other 
Device nodes. 

2) Events module: Similar to Nodes, Events are also 
modelled with a layer of virtualisation to capture the shared set 
of attributes and functionalities. The fundamental structure of 
an Event is abstracted from a Pandas [19] Series, where each 
row contains: (i) the timestep, (ii) the type of event (expanded 
upon in Table 2), (iii) source device ID, 

(iv) source device’s owner ID, (v) destination device ID, (vi) 
destination device’s owner ID, and lastly (vii) the event’s 
payload content. There are 4 high-level types of Events in 
SIoTSim that capture all types of transactions. Some repeated 
events within a single timestep indicate particular forms of 
functionalities. For instance, joining a CoI would be simulated 
as multiple simultaneous DEVICE HANDSHAKE events. 
Similarly, multicast and broadcast messages are modelled as 
concurrent P2P messages. 

 

B. SIOTSIM Stochastic Event Allocation 
As depicted in Figure 1, all simulated events are triggered 

probabilistically based on a custom probability density function 
derived from the Gaussian distribution (Equation 1). 

P         (1) 

Where x = timestep, µ = 0, and , which estimates 
99.7% of the values to fall within the [-100,100] range 
according to the 68–95–99.7 rule. The resulting sampling value 
is then truncated to the aforementioned preset range to account 
for the 0.3% outliers. 

The additional term β is a scaling factor (bounded to [0.5, 
2.5], inclusive) for the density function that controls the range 
amplification and how steeply the function diminishes to 0. 

Basing Event likelihood on P (orPcomplement = 1 − P) ensures 
that certain events are more likely to occur at the beginning of 
the simulation (such as users joining the network and devices 
activating), while others tend to occur later (such as messaging 
between users and join Communities of Interest). 

By incorporating realistic timing and probability 
distributions for different event types, the simulation aims to 
accurately replicate real-world behaviours. Regarding device 
initialisation, a deliberate effort is made to interleave malicious 
and trusted devices instead of concatenating them sequentially. 
This design choice ensures that the initial network topology 
reflects a real-world scenario where malicious and trusted 
devices are randomly scattered throughout the network, rather 
than being grouped together. The simulation environment 
closely resembles real-world dynamics and enhances the 
fidelity of the simulation results. 

C. SIoTSim parameters 
 

SIoTSim serves as a valuable tool for replicating the actions 
and behaviours of devices in diverse scenarios within SIoT 
environment. To ensure an accurate emulation of these nodes, 
SIoTSim commonly utilises a predefined set of parameters, as 
outlined in the accompanying table. These parameters play a 
pivotal role in defining the unique characteristics and attributes 
of the system under simulation. By carefully configuring and 
adjusting these parameters, SIoTSim can recreate various SIoT 
scenarios, allowing researchers and developers to analyse and 
optimise system performance, behaviour, and interactions 
within the SIoT network. 



TABLE II 
VENT TYPES 

 
Event Type Description 
DEVICE_JOINED_NETWORK Indicates when a device has joined the network 
DEVICE_LEFT_ NETWORK Indicates when a device has disconnected from the network 
DEVICE_ HANDSHAKE Triggered when 2 devices connect 
DEVICE _P2P _MESSAGE Triggered when transmission occurs between 2 devices 

 

 

Fig. 1. IoTSim Flowchart 
 
 

IV. SIOTSIM SCENARIOS 



TABLE III 
IMULATOR PARAMETERS 

 
Parameters Definitions 
SIMULATION_TIME_STEPS Total number of simulation time steps 
INITIAL_RECURRENCE_PROB The initial probability of event recurrence within the same time step (i.e., two devices join the network 

concurrently; 0.0 = deactivated) 
RECUR- 
RENCE_ADJUSTMENT_FACTOR 

Adjustment factor of the recurrence probability (e.g., 0.5 => probability halves every recurrence) 

USER_COUNT Number of users (must be less than or equal to (DEVICES_COUNT) 
FRIENDSHIP_PROB Probability of friendship occurrence across the network (compounded with p_complement) 
FRIENDLESS_PROB Probability of users not establishing any connections (island nodes) 
MIN_DEVICES_COUNT Minimum number of devices per user 
MAX_DEVICES_COUNT Maximum number of devices per user 
OTHER_DEVICES_JOIN_PROB Probability an existing user would connect their other devices to the network 
INITIAL_MALICIOUS_RATIO The ratio of malicious devices 
PREACTIVATE_DEVICES Whether to have devices join the network at random intervals or have them pre-activated at the start 
DEVICE_ACTIVATION_PROB Probability of a device joining the network (Compounded with p) 
BROADCAST_PROB Broadcast messaging probability (p2p = 1- BROADCAST_PROB) 
MAL- 
WARE_PROPAGATION_RATE 

The rate at which a malicious device could turn another device’s trust value 

BROADCAST_COI_PROB Probability of broadcasting to a COI (complement of this value is prob. of broadcasting to all connections) 
COI_SPAWN_RATE Community of Interest (CoI) spawn rate (probability of establishment – compounded with p_complement) 
COI_INITIAL_PERC Community of Interest (CoI) initial users join the rate (Percentage of the entire network) 
COI_JOIN_PROB Probability of joining an existing CoI (compounded with p_complement) 
VERBOSE An option to print extended information on each event as they are simulated 

 
 

SIoTSim is specifically engineered to replicate intricate SIoT 
environments. Within this representation, blue nodes symbolise 
users, while green nodes represent a diverse range of devices 
encompassing sensors, smartphones, and more. The essential 
network connections between users are depicted by black lines, 
while grey lines denote connections between device owners and 
their respective devices, as well as deviceto-device 
connections. What distinguishes SIoTSim is its inherent 
capacity to model a multitude of diverse scenarios, such as 
Single-device scenario, Disconnected device scenario, Multi- 
user scenario. These scenarios serve as comprehensive 
templates, allowing for precise modelling of various SIoT 
environments. Depending on the research objectives and the 
specific dynamics under investigation. Each scenario 
encapsulates unique configurations, interactions, and device 
ownership patterns, affording a robust framework for 
conducting comprehensive SIoT simulations. Consequently, 
these diverse scenarios can be harnessed to generate extensive 
SIoT datasets, tailoring the simulation to reflect various factors 
such as the number of devices owned by users and the intricate 
behaviours exhibited by these devices within the SIoT 
ecosystem. This flexibility empowers researchers to tailor their 
simulations precisely to the desired context and gain deeper 
insights into the behaviour and performance of SIoT systems 
under different conditions. 

 
Within Figure 2, a spectrum of simulation scenarios is 

thoughtfully displayed, each encompassing distinct 
characteristics and attributes. These variations serve as 
illustrative examples of the versatile capabilities offered by 
SIoTSim in simulating a diverse range of scenarios within the 
SIoT environment: 

In the first scenario (Figure 3.A), each user owns only one 
IoT device that is connected to the SIoT network. This is a 
simple and straightforward way to collect data about IoT 
devices. It is often used in the early stages of development when 
researchers are trying to understand the behaviour of a single 
device. The dataset generated from this scenario would 
primarily focus on the behaviour of a single device such as its 
performance and connectivity. Moreover, the data collected 
from this scenario can be used to improve the performance and 
reliability of the device. Alternatively, (Figure 3.B) each user 
owns multiple IoT devices that are connected to the SIoT 
network. This scenario is more complex than the single-device 
scenario, but it is necessary to understand the interactions 
between devices in order to design reliable SIoT systems. The 
dataset generated from this scenario would focus on the 
behaviour of multiple devices including how they interact with 
each other, how they are used by the user, and their performance 
in addition, improve the performance and reliability of the 
devices or the system. In (Figure 3.C) IoT devices occasionally 
disconnect from the network due to various reasons such as low 
battery, network interference, or other technical issues. The 
resulting dataset encompasses crucial data regarding the 



 
 
 

Fig. 2. IoTSim various custom scenarios 
 
 

frequency and duration of these device disconnections which 
includes information on the frequency and duration of device 
disconnections as well as the impact of those disconnections on 
user behaviour and network performance. This scenario 
provides valuable insights into the reliability and robustness of 
SIoT systems when faced with intermittent device connectivity 
issues. Another scenario (Figure 3.D) portrays new IoT devices 
are added to the SIoT network by users. The dataset generated 
from this scenario would focus on the process of adding new 
devices to the network including the types of devices being 
added, the frequency of device additions, and the impact of 
those additions on the overall network performance and 
behaviour. Moreover, it is important to note that this dataset 
also contributes to enhancing the scalability of SIoT systems, 
as it offers valuable insights into the network’s capacity to 
accommodate and adapt to the introduction of additional 
devices by users. Moreover, (Figure 3.E) models a relationship 
where multiple users share the same IoT devices or connect 
their own devices to the SIoT network. The dataset generated 
from this scenario can help evaluate the network’s ability to 
handle multiple users and their interactions with the network as 
well as identify potential issues related to privacy and security. 
Furthermore, this dataset offers a comprehensive perspective 
on the SIoT environment’s scalability and resilience in the face 
of collaborative and diverse user activities, in (Figure 3.F) the 
focus lies on the intermittent malfunctioning or provision of 
faulty data by IoT sensors within the SIoT system. The dataset 
produced from this scenario serves a crucial purpose in 
assessing the network’s competence in identifying and 

remedying sensor faults. Moreover, this dataset offers valuable 
insights into the system’s ability to maintain data integrity, 
ensuring reliable and high-quality information within the SIoT 
environment. IoT sensors occasionally malfunction or provide 
faulty data. 

 
V. CONCLUSION AND FUTURE DIRECTION 

In this paper, we present a novel simulation tool in SIoT 
called SIoTSim. SIoTSim is a powerful and flexible tool that 
can help researchers and developers optimise and improve SIoT 
systems in different contexts. By simulating and analysing the 
behaviour of SIoT users and devices, SIoTSim generates 
insights and patterns that could be used to design and deploy 
more efficient and effective SIoT systems in the future. Some 
limitations currently identified in our tool include: (i) lack of 
geolocation modelling, (ii) enhanced customisation for social 
groups (i.e., representing coworker relationships, etc.), and (iii) 
statistically dependent event across time-steps. 

Nevertheless, SIoTSim fills a critical gap in the Social IoT 
area, where existing simulation tools are either platform 
dependent, lack important functionality, or require substantial 
development to build custom extensions. Furthermore, we 
open-source the simulator for further research and development 
and provide a user-friendly Google Colab interface for easy- 
access. 

 

For future work, we plan to extend our current research work 
with the security solutions introduced in [21-95].
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