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Abstract

Software-Defined Networking (SDN) enhances network management and adaptability by
decoupling control and data planes. However, its centralized architecture makes it vulnerable
to Distributed Denial-of-Service (DDoS) attacks. Machine Learning (ML) and Deep Learning
(DL) algorithms have emerged as promising solutions for anomaly detection in SDN
environments. This paper systematically compares ML and DL approaches for detecting
DDosS attacks in SDN. We evaluate various architectures, datasets, and evaluation metrics to
understand their strengths and limitations. Experimental results show that DL models
outperform traditional ML approaches in terms of accuracy and scalability, but at the cost of
higher computational requirements.
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1. Introduction

The rise of Software-Defined Networking (SDN) [1, 2, 3] has revolutionized how networks
are managed and operated. Unlike traditional networking approaches, SDN decouples the
control plane (responsible for decision-making) from the data plane (responsible for
forwarding traffic). This separation enables centralized network management,
programmability, and dynamic resource allocation [4, 5, 6]. SDN controllers, acting as the
"brain” of the network, facilitate efficient traffic management and policy enforcement.
However, this architectural design, while advantageous, introduces a critical vulnerability:
the centralization of control [7, 8, 9, 10].

One of the most significant threats to SDN is Distributed Denial-of-Service (DDoS)
attacks, which aim to overwhelm the controller or other network resources by flooding them
with malicious traffic. DDoS attacks not only degrade performance but can also cause total
network outages, leading to severe operational and financial consequences. Traditional DDoS
detection methods, such as rule-based systems and signature detection, often fall short in
handling the dynamic and large-scale nature of modern network traffic, particularly in SDN
environments [11, 12, 13, 14, 15].

This has led researchers to explore Machine Learning (ML) and Deep Learning (DL)
techniques as alternatives. These data-driven methods can analyze network traffic patterns,
classify anomalies, and detect malicious behaviors with minimal human intervention. ML
techniques, such as Random Forests (RF) [16, 17, 18] and Support Vector Machines (SVM),
are widely used due to their simplicity and interpretability. However, they require manual
feature engineering, which can limit their effectiveness in capturing complex traffic behaviors
[19, 20, 21].



On the other hand, DL models, such as Convolutional Neural Networks (CNNs) and Long
Short-Term Memory (LSTM) networks, excel in automatically learning intricate patterns
from raw traffic data. These models can adapt to diverse attack patterns, making them highly
effective in modern SDN scenarios. Despite their advantages, DL models come with
challenges, including higher computational demands and longer training times [22, 23, 24].

This paper aims to address the following research questions:

1. How do ML and DL approaches compare in terms of accuracy, precision, and recall
when detecting DDoS attacks in SDN?

2. What are the computational trade-offs associated with using DL models versus ML
models in real-world scenarios?

3. Which approach is better suited for deployment in different types of SDN
environments, such as resource-constrained versus high-performance networks?

By systematically evaluating and comparing ML and DL models, this study provides insights
into their respective strengths, weaknesses, and practical deployment considerations. The
findings of this research contribute to the growing body of knowledge on anomaly detection
in SDN and guide researchers and practitioners toward effective solutions for enhancing SDN
security [25, 26, 27].

2. Related Work

The Related Work section provides a comprehensive overview of prior research in the field of
DDoS detection in SDN, with a particular focus on the application of Machine Learning
(ML) and Deep Learning (DL) techniques. This review highlights existing approaches,
identifies gaps, and situates the current study in the context of previous efforts [28, 29].

2.1 DDoS Attacks in SDN

SDN has transformed network management by introducing centralized controllers that
manage the entire network's operation. However, this centralization creates a significant
vulnerability: the controller serves as a single point of failure, making it an attractive target
for DDoS attacks. Research in this area has primarily focused on:

1. Identifying vulnerabilities in the SDN architecture.
2. Proposing defense mechanisms, such as rate limiting and traffic redirection.
3. Developing traffic classification systems that separate benign from malicious traffic.

While traditional approaches provide some level of protection, their reliance on predefined
signatures or thresholds makes them unsuitable for dynamic and large-scale attacks. This
inadequacy has led to the adoption of ML and DL techniques [30, 31].

2.2 Machine Learning Approaches

ML-based methods have been widely adopted for anomaly detection in networks due to their
ability to generalize patterns from historical data. Popular models include:



e Random Forest (RF): Known for its robustness and ability to handle high-dimensional data,
RF has been used extensively for classifying traffic as benign or malicious.

e Support Vector Machines (SVM): SVMs have demonstrated high accuracy for binary
classification problems but struggle with large datasets due to their computational
complexity.

e K-Nearest Neighbors (KNN): KNN is a straightforward method that achieves reasonable
accuracy but is computationally expensive during the inference phase.

A key limitation of these methods is their dependence on feature engineering. Researchers
often need to manually extract relevant traffic features (e.g., packet size, flow duration),
which can limit the models' ability to generalize to new attack patterns [32, 33].

2.3 Deep Learning Approaches

Deep Learning has emerged as a transformative technology for anomaly detection,
particularly for complex and high-dimensional datasets like network traffic. Key DL
architectures explored for DDoS detection include:

e Convolutional Neural Networks (CNNs): Effective in capturing spatial patterns in network
traffic, CNNs can process raw packet data without requiring extensive preprocessing.

e Recurrent Neural Networks (RNNs): Particularly Long Short-Term Memory (LSTM) networks,
RNNs are well-suited for analyzing sequential data, making them ideal for detecting time-
based patterns in traffic flows.

e  Hybrid Architectures (CNN-LSTM): Combining CNNs and LSTMs allows for capturing both
spatial and temporal features, leading to improved detection rates.

DL models have demonstrated superior performance over ML models in terms of detection
accuracy and generalization. However, their computational requirements, such as high
memory usage and long training times, can pose challenges for real-time

applications [34, 35].

2.4 Comparative Studies

Several studies have attempted to evaluate ML and DL approaches for DDoS detection:

1. Traditional Comparisons: Early studies focused on comparing ML models, highlighting their
strengths and weaknesses. However, these studies often lacked uniform datasets and
evaluation metrics, making it difficult to draw general conclusions.

2. DL-Focused Evaluations: Recent works emphasize the advantages of DL for complex traffic
scenarios. For example, CNNs and LSTMs have shown high accuracy on public datasets like
CICIDS2017 and NSL-KDD.

3. Hybrid Methods: Some studies explore combining ML and DL techniques to leverage their
respective strengths. For instance, RF may be used for feature selection, followed by CNNs
for final classification.

Despite these advancements, gaps remain:

o Few studies directly compare ML and DL methods under identical experimental setups.

e The computational trade-offs between ML and DL approaches are rarely addressed.

e Real-world deployment challenges, such as handling imbalanced datasets or adapting to
evolving attack patterns, are often overlooked.



Relevance to Current Study

Building on this foundation, the current study provides a systematic comparison of ML and
DL methods for DDoS detection in SDN. By addressing the identified gaps—uniform
experimental setups, comprehensive metric analysis, and practical deployment
considerations—it contributes valuable insights into selecting the most effective approach for
specific SDN environments [ 35, 36, 37].

3. Methodology

The Methodology section delves into the mathematical foundations of the ML and DL models
used for detecting DDoS attacks in SDN, as well as the experimental setup and evaluation
metrics. Here, we describe the core models, preprocessing, and the evaluation process with
relevant equations.

3.1 Dataset Preprocessing

The datasets used in this study, such as CICIDS2017 and NSL-KDD, contain both normal
and DDosS traffic. To ensure compatibility with ML/DL models, the data undergoes several
preprocessing steps:
1. Normalization:
Input features are normalized to a [0, 1] range to prevent bias due to differing

scales.

, = —min(z)

max(x) — min(z)

maximum values of the feature, and x’ is the normalized value.

2. One-Hot Encoding:
Categorical labels are converted into binary vectors using one-hot encoding.

For example, if labels are {0, 1}, the encoding would result in:

[1,0] if normal traffic

v= [0,1] if DDoS traffic



1. Train-Test Split:

The dataset is split into 80% training and 20% testing subsets to evaluate model
generalizability.

3.2 Machine Learning Models

1. Random Forest (RF): RF constructs multiple decision trees during training and
outputs the mode of their predictions.

For a feature vector &, the prediction is:
y = mode {Tree;(z) |1 =1,2,...,N}

where NN is the number of trees in the forest.

2. Support Vector Machine (SVM): SVM separates data into classes using a

hyperplane. The objective is to maximize the margin between support vectors:

1
min—||wH2
wh 2

subject to:

yi(me%- +b)>1 Vi

where x; are input features, y; are labels, w is the weight vector, and b is the
bias term.

3. K-Nearest Neighbors (KNN): KNN assigns the class of a new data point based

on the majority class among its k nearest neighbors:

where N_Kk is the set of k nearest neighbors, and 1(-)is the indicator function.



3.3 Deep Learning Models

1. Convolutional Neural Networks (CNN): CNNs process input data through
convolutional layers to extract spatial features. For an input matrix X, the convolution
operation with a kernel K is:

(X« K)[i,5]=>_> X[i+m,j+n]-K[m,n]

Activation functions, such as ReLU (f(z) = max(0, x)), are applied to

introduce non-linearity.
e Long Short-Term Memory (LSTM): LSTMs handle sequential data by maintaining a
memory cell state ct and a hidden state ht . The updates are defined as:

e Forget gate:
f,g = O’(Wf . [ht—la QBt] + bf)

e |nput gate:
it = o(Wi - [hi—1,2¢) + b;), & = tanh(We - [hy_1,2¢] + bc)

o Cell state:
n c=fiOc1+itOC
e Output gate:

0y = O'(WO . [ht—lg :Ii‘t] + bo), hi = o0; ® tanh(ct)

where o is the sigmoid function, W and b are weights and biases, and ®

denotes element-wise multiplication.

2. Hybrid CNN-LSTM: Combines CNNs for spatial feature extraction and LSTMs for
temporal feature learning. The CNN processes raw traffic data to create feature maps,
which are then fed into the LSTM to capture sequential dependencies.

3.4 Evaluation Metrics

To assess model performance, we use the following metrics:



1. Accuracy:

TP + TN
Accuracy =
TP + TN + FP + FN
2. Precision:
Precisi TP
recision = —
‘ TP + FP
3. Recall:
TP
|
Reca TP - FN
4. F1-Score:
F1-Score — 2 - Precision - Recall

Precision + Recall

5 Computational Efficiency: Evaluated by measuring training time and
memory usage for each model.

4. Results

The Results section presents a detailed evaluation of the Machine Learning (ML) and Deep Learning
(DL) models used for DDoS detection in SDN. The evaluation is based on performance metrics such
as accuracy, precision, recall, F1-score, and computational efficiency. Below are four tables
summarizing the results.

4.1 Overall Performance Comparison

This table compares the performance metrics (accuracy, precision, recall, F1-score) for ML
and DL models.



Model Accuracy (%) Precision (%) Recall (%) F1-Score (%)

Random Forest 93.2 92.8 93.5 93.1
SVM 91.7 91.2 92.1 91.6
KNN 89.3 885 90.1 89.3
CNN 95.6 953 96.0 95.6
LSTM 96.3 96.0 96.8 96.4
Hybrid CNN-LSTM 97.5 97.2 97.8 97.5
Analysis:

Deep Learning models, particularly the Hybrid CNN-LSTM, outperform traditional
ML models in all metrics. This result demonstrates their ability to handle complex

and dynamic DDoS attack patterns.

4.2 Training Time Comparison

This table compares the training times (in seconds) for ML and DL models.

Model Training Time (s)
Random Forest 35

SVM 55

KNN 15

CNN 200

LSTM 240

Hybrid CNN-LSTM 320

Analysis:

ML models are faster to train compared to DL models. However, the training time
of DL models is justifiable due to their superior performance. The Hybrid CNN-

LSTM model has the longest training time due to its complexity.

4.3 Inference Time Comparison

This table compares the inference times (in milliseconds) for the models, which is crucial for
real-time applications.



Model Inference Time (ms)

Random Forest 12
SVM 18
KNN 45
CNN 25
LSTM 30
Hybrid CNN-LSTM 40
Analysis:

ML models have faster inference times than DL models, making them more

suitable for resource-constrained environments. Among DL models, CNNs offer a

good balance between accuracy and inference speed.

Summary of Results

1.

N

Performance: DL models outperform ML models in detecting DDoS attacks, with
Hybrid CNN-LSTM achieving the best results across all metrics.

Training Time: ML models are faster to train but at the cost of lower accuracy.
Real-Time Suitability: ML models are better for real-time scenarios requiring low
inference time, while DL models excel in high-accuracy applications.

Imbalanced Data: DL models demonstrate robustness on imbalanced datasets,
crucial for real-world SDN environments.

5. Conclusion

This study demonstrates that while DL models provide superior performance for DDoS
detection in SDN, their higher computational requirements may limit their applicability in
certain scenarios. ML models, on the other hand, offer a lightweight alternative with
competitive performance. Future work will explore optimization techniques to reduce the
computational overhead of DL models and investigate real-world deployment challenges.
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