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Abstract — Especially in the last decade, many companies have been digitalizing their architectures and
using various kinds of software and hardware that reside in databases or virtual hosts within Local Area
Networks. With the latest dynamic technologies, network data flow is monitored and controlled swiftly and
in detail with SDN (Software Defined Networks). SDN packet traffic has a structure that can be easily
projected compared to traditional networks. It provides broader control possibilities on the network and can
be controlled faster. In this research, an SDN is used for identifying or increasing the quality of the
identification of various network data and summarizes for further investigation. It is easier to record data
flow from networks, analyze the network, and detect multiple types of malware, DoS, and DDoS
(Distributed Denial of Services); SDN software is used to categorize network data for security and higher
performance. Deep Learning methods have efficiently classified different types by their features. In this
proposed model with CNN (Convolutional Neural Network), LSTM (Long Short-Term Memory), and
DNN (Deep Neural Networks), the performance results were found to be satisfactory in categorizing
malware or DDoS within healthy dataflow. Among the examined networks, the best performance has been
obtained using CNN based model.

Keywords — Software Defined Network, DDoS, Deep Learning, Attack Detection, Convolutional Neural Networks

I. INTRODUCTION each other are being controlled and secured with

SDN is different from traditional networks in
controlling the network, handling data flow, and
organizing it. SDN is way more manageable with a
centralized system of software. Traditional
networks are static and way harder to implement,
configure, and run overall. SDN standardizes the
functionality within the network. It is getting more
complex to handle, analyze, and keep the network
secure with increasing amounts of data flow in
Local Area Networks. [1]. Thus, rather than
standard physical networks, SDN makes examining
portions of data more accessible [2],[3]. The
centralized data flow structure in SDN allows
researchers to handle and react against malware
such as DDoS, Spoofing, and jamming, which harm
institutions' digital and physical structures [4], [5].
Intelligent home systems and devices connected to

Software Defined Networking systems [6],[7].
Management of QoS (Quality of Services) is easier
and more efficient with SDN structures [8]. The
most common services of SDN are real-time
inspection of packets and cognition of software.
SDN software is most commonly used for
monitoring traffic data flow for controllers to view
usual processes and unexpected incidents that may
occur in real-time. Research about network datasets
is significantly crucial since processes that are being
handled for services such as QoS, security of the
network, incident response, and malware detection
are being structured with models that are the results
of SDN dataset research. Possibilities of dynamic
rulemaking and forming in the network are
supportive for researchers [9].
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DDoS attacks are unparalleled in that most
services are being attacked globally by making
servers and structures out of service. When a DDoS
attack occurs, services or clouds cannot be accessed.
Tiring with overwhelmingly many requests, the
controller cannot respond to new requests [10],[11]
SDN analyzes network traffic possible with central
control and observability on broad scales in the
network [12].

Reaction and detection of DDoS attacks are being
handled more simply. Neural network models
present the ability to detect similar packets with
harmful purposes. Researchers have been given a
more convenient solution to respond to these
incidents. Methods of neural networks offer a more
productive solution to prevent DDoS attacks with
visionary models.

1. PROPOSED MODELS

In this study, Deep Learning methods are used for
DDoS detection in SDN with a comparison of
different deep learning models such as DNN (Deep
Neural Networks), CNN (Convolutional Neural
Networks), and LSTM (Long Short Term Memory).

A. DNN Model

Deep neural networks are mathematical models
inspired by the human brain. It generally consists of
3 layers, i.e., input, hidden, and output. These layers
are interconnected with neurons, which form the
basis of artificial neural networks, as shown in
Figure 1. Each neuron takes input from several other
neurons, multiplies them by their assigned weights,
adds up, and transfers the sum to one or more
neurons.

Thus, learning is accomplished. The layers created
for training the DNN model consist of four dense
layers with 32, 64, 128, and 128 nodes, respectively,
two batch normalization layers, two dropout layers,
and finally, an output layer using the sigmoid
activation function for binary classification.

B. CNN Model

One of the most used models due to the
achievements of the deep learning field is the CNN
algorithm. CNN produces successful results in
many fields, such as image and video classification,
recommendation  systems, natural language
processing, and image analysis. CNN is one of the
most preferred models in text classification and
analysis. CNN consists of 1D convolution, pooling,
flatten, and fully connected layers. CNN proposed
model as Figure 2 for SDN classification was

performed using two Convld with 16 and 32 filters,
two BatchNormalization, two MaxPoolinglD, one
Flatten and Dense layers, and an output layer with a
sigmoid activation function.
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Fig. 1 DNN Based Model

C. LSTM Model

The long-short-term memory model, or LSTM, is
a particular type of recurrent RNN network. Instead
of a single neural network like a standard RNN, it
consists of four interactive stages with a unique
communication method. The first Forget Gate stage
decides what information to keep or forget. That is,
if the incoming input is unimportant, it is forgotten.
If it is important, it is transferred to the next stage.
The second input stage is used to update the cell
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state. By applying the sigmoid function to the
entered data, it is decided which information to
keep; it is reduced, and the two results are
multiplied. In the third cell state stage, the result
from the Forget Gate is multiplied by the output of
the previous layer, and then the glean value from the
Input Gate is added. The fourth Output Gate decides
the value to be sent to the next layer for prediction
[13]. The SDN dataset is trained using an input
layer, an LSTM with 64 filters, one dropout, flatten,
fully connected layers (two Dense with 64 and 128
nodes), and an output layer shown in Figure 3.
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Fig. 2 CNN Based Model
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Fig. 3 LSTM Based Model

I11. RESULTS

Deep Learning models have been realized with the
Python programming language and the Tensorflow-
Keras API. The public DDOS attack SDN Dataset
[14] has been used for models to train. Dataset has
been separated into three parts, train, test, and
validation. Percentages are %70 train, %15
validation, and %15 test for the separations.
Different feature engineering methods and pre-
processing have been applied to the data before
training. The input of models is defined as 68x1
array. DNN, CNN, and LSTM models have been
trained with additional layers. The example values
of train, validation accuracy, and loss values of the
CNN model by epoch count within the proposed
model with the best results have been shown in
Figure 3. The CNN model has proven to be the most
successful model among the three in this research.
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Fig 3. Training and validation accuracies and losses functions
of the CNN proposed model

The model results show the Accuracy value
as %99 and the Validation value as %98. For a better
understanding of results, the confusion matrix of the
proposed model is shown in Figure 4. Of 8130
DDoS’s overall, 8031 of them has predicted
successfully, and 99 DDoS packets have been
missed. Similarly, with No_DdoS packets, 6998
have successfully been predicted, while 74 have
been missed.
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Fig 4. Confusion of CNN’s proposed model

Table 1. Performance Measures.

ng;ad Precision Recall F1-Score
DNN 0.96 0.94 0.95
LSTM 0.97 0.95 0.96
CNN 0.99 0.99 0.99

100

99
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97
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94

93
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Fig 5. Comparison of validation and test accuracy values for
the examined models

The proposed model's precision, recall, and F1-
score metrics are shown in Table 1 by using the True
and False values [15]. Figure 5 shows the test and
validation accuracy comparisons of examined
models where CNN performs the best classification
accuracy.

IV.CONCLUSION

Deep Learning methods perform incomparably
well among the other techniques with SDN. In this
research, DNN, LSTM, and CNN deep learning
models have been trained using DDOS attack SDN
dataset. Even if the model hasn’t been used in a real
environment rather than in the dataset, we obtained
good scores in the percentage of detecting DDoS
attacks. For future studies, we plan further research
into detecting malware and DDoS with higher
performance.
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