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Abstract— Recently, the Vehicular Ad Hoc Network, or
VANET, has emerged as the most essential topic for researchers
and the automobile industry to discuss in order to enhance the
level of safety enjoyed by road users. Users of VANET need to be
able to access both safety-related and non-safety-related apps. In
this paper, we offer sixteen different kinds of attacks, as well as
potential defenses against them.

I. INTRODUCTION

In recent years, wireless technologies have seen widespread
adoption, leading to an increase in the number of wireless
goods being used on automobiles that are driven on public
roads. The Vehicular Ad hoc Network, also known as VANET,
has attracted the attention of the research community due to the
safety of vehicles [1, 2, 3, 4, 5, 6, 7, 8, 9]. The primary aim is
to ensure the safety of users and to save their lives on the road
by reducing the likelihood of being involved in an accident [10,
11, 12]. Both safety and non-safety are uses of VANET that
can be used to increase driver and passenger protection on the
road. In many applications, security is the primary concern
because sending the erroneous message could result in an
accident. Recently, several different kinds of attacks against
VANETs have emerged, which has frightened the already
unpleasant position regarding the security of VANET networks
[13, 14, 15]. In every node of the VANET, we have a road side
unit (RSU) mounted on the vehicle so that it can remain within
network range.

The Dedicated Short Range Communication (DSRC) protocol,
which uses the 5.9GHz frequency spectrum to function, is the
communication medium that is employed [16, 17, 18]. Seven
channels, each with a bandwidth of 10 MHz, are made
available for use in safety and non-safety applications
respectively [19]. The normal data rate provided by DSRC is

between 6 and 27 Mbps, and it has a communication range of
1000 meters [20, 21, 22, 23, 24, 25]. On this connection, both
safety and non-safety messages can be passed between vehicles
using the Vehicle to Vehicle (V2V) protocol and vehicles using
the Vehicle to Infrastructure (V2I) protocol. An attacker causes
issues in the network by initiating some attacks utilizing
DSRC, which causes the troubles [26, 27, 28, 29].

II. LITERATURE REVIEW

In [30], the authors detailed some of the security
vulnerabilities that had been discovered on VANET.
Additionally, they provided a way to prevent these attacks from
happening in the future. The types of attacks that they
concentrated on are known as Replay attack, DOS attack,
DDOS attack, Sybil attack, Timing Attack, (GPS) attack,
Hidden spamming attack, virus attack, Illusion Attack, and ID.

The authors of [31] described some of the security threats
that had been discovered on VANET, as well as the
recommended solutions for these attacks. [4] Network Attacks,
Application Attacks, Timing Attacks, Social Attacks, and
Monitoring Attacks were the primary security areas that were
the focus of their attention.

The authors of [32] described some of the security threats
that had been discovered on VANET, and then they provided a
way to prevent these attacks from happening in the future. The
primary areas that they concentrated on were the Sybil attack,
Bogus Information and Bush telegraph, Timing Attack, Global
Positioning System (GPS) Spoofing, Hidden vehicle and
Tunnel Attack, Illusion Attack, ID Disclosure Denial of
Service (DoS) and Distributed Denial of Service (DDoS),
Malware and Spam, and Man in the Middle Attack (MiMA).



The Sybil attack is an important problem that is also known as
a harmful attack. It was initially described.

The authors of [33] addressed some of the important
security attacks that have been reported on VANETS in the
past, including those that took place in 2010. They also
discussed the related security remedies that have been offered
to prevent those security flaws and attacks. Anonymity key
management, privacy, reputation, and location were some of
the primary focuses of their attention when it came to matters
of security. When it comes to the physical identity of mobile
nodes, anonymity is a crucial problem in VANETs. The
identity of mobile nodes should be kept a secret from the
perspective of unauthorized components.

III. POSSIBLE ATTACKS

A. Denail of Service(DOS)

The goal of a DOS attacker is to stop legitimate users from
accessing network services [34]. The attacker will make the
network unavailable to users in order to accomplish this goal.

The Denial of Service attack is depicted in Figure 1, where the
attacker A attempts to stop communication between users by
launching a DOS attack (A, B and C).

Figure 1: DOS attack between V2V and V2I

B. Distributed Denial of service (DDOS) Attack

In this scenario, assailants will start their attacks from a variety
of different positions. It's possible that they'll employ a variety
of time windows for sending the communications. There is a
possibility that the nature of the messages and the time period
will change from one vehicle of the attackers to another. The
purpose of each attack is the same, which is to bring the
network to a halt. Both V2V and V2I are vulnerable to attack
from the attacker [35].
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The scenario of a vehicle-to-vehicle (V2V) DDOS attack is
depicted in Figure 2, in which the attackers (B, C, and D)
conduct DDOS against vehicle A.

Figure 2: DDOS in V2V communication

e InV2I

Figure 3 provides an explanation of a DDOS attack on
infrastructure, in which many attackers (B, C, and D) execute
attacks against the infrastructure from separate places. The
infrastructure is said to be overloaded when other cars (A, E) in
the network try to use the network.

Figure 3: DDOS in V2I communication

C. Sybil Attack

The adversary communicates with other cars by sending them
messages, and each message has a false source identity. It gives
the impression of reality to other vehicles by sending them
incorrect messages, such as the message for a traffic congestion
[36]. Figure 4 describes the Sybil attack, which occurs when
many attackers share the same identity. The purpose is to
convince the drivers of the other vehicles on the road to pull off
the road so that the attacker may continue driving.
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Figure 4: Sybil attack

D. Node Impersonation Attack

In VANET, every vehicle has its own distinctive identification,
which is utilized for the purpose of verifying the message in the
event that an accident occurs as a result of sending incorrect
messages to other cars [33]. This hypothetical situation, in
which vehicle A is involved in an accident at point Z, is
explained in Figure 5. When the police identify the driver
because it is related with the driver's identity, the attacker
simply refuses to accept their identification and changes his
identity.

Figure 5: Node impersonation attack

E. Spamming Attack

During this particular attack, the attacker sent spam messages
to a specific user community [37]. These notifications, similar
to advertisement messages, are of little importance to the user
and should be ignored.



F. Malware Attack

VANET is typically affected by these attacks whenever
there is a software upgrade in either the VANET devices
themselves or the RSU [32]. Embedded anti-malware
frameworks are still a contentious subject in the VANETSs
research community. In this scenario, the attackers are typically
hostile insiders rather than malicious outsiders.

G. Message suppression

During this type of attack, the adversary is able to thwart the
delivery of messages to users, even if those messages contain
vital information for the recipient [38]. For instance, an
adversary could delete the congestion alerts that it receives in
order to force users to sit in traffic by making it impossible for
them to choose an alternate route to their destination. This
attack takes place when the massage transmission is delayed,
when a previously transmitted message is replayed, or when a
specific part of the message is altered. For instance, an attacker
could obtain the data, manipulate it, and then indicate
dishonestly that a heavily congested highway is nearby.

H. Replay

This type of attack is typically carried out by an authorized
user in order to impersonate a genuine user or RSU. This type
of attack takes place when the attacker replays the transmission
of created frames in fresh connections. The attacker takes a
screenshot of the created frame and uses it in other areas of the
network [38].

I GPS spoofing

The perpetrator of the attack will provide bogus GPS readings,
giving the impression to other users that he is at a different
place [30, 39].

J. Timing Attack

As part of this attack, the attacker adds some time slot to the
message in order to produce a delay in its delivery; as a result,
the user will only get the message after the allotted amount of
time [37]. Figure 6 accompanied with an explanation.
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Figure 6: Timing attack

K. Social attack

The attacker sends the user a message that made him furious,
which in turn caused him to alter his driving habit by driving
more quickly, which resulted in an accident [37].
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Figure 7: Social attack

L. Home attack

During this type of attack, the attacker connects the user car
to the internet in order to take control of it. There are three
distinct methods that an assailant might employ to carry out an
attack on a house [37].

* The attacker gains control of the user vehicle's software
(either the AU or the OBU).

* The adversary seizes control of the sensor that is installed
on the user's car. in order for him to alter the functions of the
sensor.

* The adversary seizes command of the user's vehicle's
electronic control unit (ECU). After that, he will have the
ability to raise or lower the vehicle's speed.

M. Traffic analysis

Analyses are performed by the attacker on the communication
packets that are exchanged between the V2V or V2I in this
attack [33, 38]. The attacker makes advantage of the packet,
which contains the position of Vehicle ID as well as the
traveling path of the vehicle, in order to extract the necessary
information for its own purposes.

N. Bogus information

The malicious attacker spread inaccurate information
throughout the vehicle network. That effect on other cars
brought about by the dissemination of that incorrect
information across The network [40, 41].

O. Man in the Middle Attack (MiMA)

An attacker will listen to the communications that are taking
place between two cars, then pretend to be either one of the
vehicles so that they may react to the other and inject fake
information between the vehicles [32]. In the Man in the
Middle attack depicted in Figure 8, the adversary C acts as an
eavesdropper on the conversation taking place between
vehicles B and D, while also providing vehicle E with
inaccurate information that was obtained from adversary A.
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Figure 8: Man in the middle attack (MiMA)




P. Black Hole Attack

In this type of attack, a car will refuse to participate in the
network, or an existing vehicle will drop out of the network,
creating a black hole. The effect of this is that all of the
network's traffic is sent toward a particular vehicle that really
does not exist, which causes data to be lost [32].

IV. SOLUTIONS FOR DIFFERENT ATTACKS

The following is a list of potential countermeasures to some
of the threats that we discussed:

DOS solutions are built on an OBU, which is a "on board
unit," and are installed on each vehicle node. In order to
counteract this attack, the Processing Unit will recommend to
the OBU that it swap its technology, channel, or utilize a
frequency hopping approach [41].

In order to prevent timing attacks, we have to get rid of
extra time slots by employing data integrity verification. TPM
(Trusted Platform Module) [42] is one of the most important
security measures since it maintains the message's integrity by
making use of powerful cryptographic functional modules. In
conjunction with two protocols, namely Direct Anonymous
Attestation and Privacy Certification Authority (PCA) (DAA).

Using packet sequence numbers in a packet header is the
answer to the black hole attack [43]. This ensures that if any
packet is lost, the destination may easily identify it from the
missing packet sequence number.

To prevent replay attack [44] we must use global
synchronized time for all nodes and nonce (timestamp), other
proposed solution to reduce this attack is to verify the received
data in correlation with the data received from other sources.

V. CONCLOSION AND FUTURE WORK

In this paper, we detailed a wide variety of attacks that can
compromise a VANET, as well as some of the ways that they
can be prevented, and we discussed how our new approach to
message encryption can be tested in simulation. Overall, we
believe that this paper provides a comprehensive overview of
the topic.
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