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Abstract

The market for wearable devices that is used for health monitoring has steadily increased over the
past few years. South Africa has also seen an increase in the adoption of these wearable device.
This is partly because these devices allow users to monitor their health and wellbeing in real time.
However, to be efficient, the devices must collect a large amount of data. Some of the data that is
collected include personally identifiable and health information which could be considered sensi-
tive to the user. This study investigated if the Protection of Personal Information Act (POPIA)
provides adequate protection to South African users of wearable health devices. The POPIA and
the privacy policy of the 2 most popular wearable health devices in South Africa, the Apple watch
and Fitbit, were qualitatively compared making use of Hutton et al’s (2018) heuristic framework.
The study found that POPIA protected the users’ privacy when it came to notice, users’ awareness,
choice and consent, access and participation. The Act did not cover any privacy matters related to
social disclosure of information by users. The study also found that Apple watch and Fitbit did well
in protecting users’ privacy with regards to notice and awareness as well as access and participation.
The two wearables performed poorest in regards to choice and consent as well as social disclosure
controls to protect users’ privacy. The study recommend that users educate themselves in regard
to how their data collected by wearable health devices are collected and protected.

Keywords: Personal protection of personal information act, POPIA, Wearable devices, Data pri-
vacy, Social disclosure, wearable devices

1 Introduction

The market for wearable health device has increased over the past decade with annual sales of over 113
million units sold between 2017 and 2018. The sale of these devices is predicted to increase to 222
million units by 2021. The most popular brands are FitBit, Apple watch, Xiaomi, Samsung and Garmin
(Shin, Jarrahi, Karami, & Gafinowitz, 2018). Wearable health devices allow the user to track and mon-
itor their health and fitness.

Wearable health devices is a category of technology devices designed to be worn on the human body
(Peltola, 2017). Seneviratne et al., (2017) proposed that there is a distinction between wrist-worn de-
vices, e.g FitBit, and smart watches such as the Apple watch. Typically a smartwatch will have a
touchscreen display, while wrist-worn devices are mainly used for fitness tracking but do not have a
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touchscreen display. Both these devices do have some form of computer with integrated sensors that
can collect information relating to the user (Haghi, Thurow, & Stoll, 2017; Peltola, 2017). Due to their
attentive and communicative qualities wearables devices have attracted attention from developers in
various fields including health, fitness, sport, art and industrial applications (Walker, Hickey, &
Freedson, 2016). Software and hardware developments in the wearables platform continue to grow due
to the increased adoption of these devices for health monitoring purposes (Hutton et al., 2018). Some
of the functions currently provided by wearables include step counting, sleep tracking, heart rate mon-
itoring, workout duration and calories burnt (Cilliers, 2019).

Wearable health devices are able to collect data from the user in real-time, process the data immedi-
ately and provide instant feedback to the user (Ching & Singh, 2016). Examples of data that can be
collected include location — GPS; food consumed — logged manually; activity/movements and sleep
patterns — accelerometers, pedometer and altimeters; muscle function and coordination — pressure sen-
sors; heart rate, blood pressure — heart rate sensors (Apple Inc, 2019; Charara, 2018; Cilliers, 2019;
Fitbit, 2018; Genuth, 2015; Piwek, Ellis, Andrews, & Joinson, 2016). The wearable health devices also
allow the user to share their information to social media or other users e.g. exercise routines, real-time
mapped running routes and exercise challenges (Vitak, Liao, Kumar, Zimmer, & Kritikos, 2018). These
devices continually monitor human activity for purposes of improving the efficiency, productivity and
health management of the user (Cilliers, 2019). The wearable devices collect information such as de-
mographic information of the user, health information and Personally Identifying Information (PI1). PII
is any information that can be used in identifying tracing or distinguishing an individual’s identity
(Katurura & Cilliers, 2016). PIl includes information such as names, alias, date of birth, race, weight,
daily activities, geographical indicators, medical information, educational information, personal identi-
fication numbers, address information, contact information, personal characteristics, photographs and
other information that is linkable to any of the P1l mentioned here (Botha & Grobler, 2017; Katurura &
Cilliers, 2016; Parliament of the Republic of South Africa, 2013).

However, due to limited storage and processing power of wearable health devices, the device must
transmit the data collected to the device manufacturer for processing and long term storage (Cilliers,
2019). The service provider also shares the information collected to partner companies for purposes of
processing, marketing or other business interests of the device manufacturer (Ching & Singh, 2016;
Hutton et al., 2018). The collection, sharing and transmitting of PII introduces privacy concerns to the
user. The privacy of PII refers to the ability of the service provider collecting, processing and transmit-
ting the information to keep it secure from unauthorised access, data breaches and ensuring the individ-
ual who the data identifies does not suffer any loss due to privacy breaches (Kandeh, Botha, & Futcher,
2018; Parliament of the Republic of South Africa, 2013).

A report by BusinessTech, (2018) stated that the top selling wearables in the world were Apple watch
series 1 and 3, Fitbit VVersa and lonic and Amazifit BIP. In South Africa, the market for wearable health
devices such as Fitbit Apple watch and Amazifit has reached $110 million between 2018 and 2019 and
this amount is expected to increase to $134 million by the year 2023 (statista.com, 2019). Fitbit and
Apple watch are the focus of this study due to their popularity in South Africa as reported by Business-
Tech (BusinessTech, 2018). There is a need to protect the privacy of the users’ information being col-
lected from these devices. In South Africa the Protection of Personally Identifiable Information Act
(POPIA) is the most applicable Act to protect the privacy of wearable health device users. However,
the protection of the collected user data is the responsibility of the device manufacturer who own the
data and is not located in South Africa (Cilliers, 2019; Hutton et al., 2018). The device manufacturer,
in this study Apple and FitBit, do provide privacy policy statements on their website that explains how
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the privacy of the user is managed. These privacy policies are largely guided by their company best
practices and are not country specific (Apple Inc, 2019; Fitbit, 2018). Therefore, there is a need to
compare if these generic privacy policies do protect the privacy of South African users’ of wearable
fitness devices when compared to the POPIA. This comparison will help highlight any privacy vulner-
abilities that are introduced by the use or wearable fitness devices. It will also help lawmakers in South
Africa with necessary information on how the data privacy laws can be improved to keep citizen’s data
safe.

2 Fitbit privacy policy

Fitbit’s privacy policy deals with the information that is collect from users as well as how the infor-
mation is used and shared. It also details the data retention policy and the user’s right to access and
control the data. It addresses international operation and data transfer, information security as well as
policies for children using their devices (Fitbit, 2018).

Fitbit collects usage information as well as some PII which is either collected directly through the
device or from any third party applications and social media platforms that may be linked to the Fitbit
account. The collected information is used to provide, maintain, improve and develop personalised ser-
vices to the user. The information is also shared to third parties who analyse and process the data on
behalf of Fitbit (Fitbit, 2018).

The user is allowed access to their data as well as the ability to edit or delete their information. They
are allowed to restrict the use of their information for certain purposes. However the user has to opt out
of these by making use of the settings of their account. Data deletion it is not immediate and the policy
states it can take between 30 and 90 days for complete deletion of data relating to a user [11]. For
international users from the European Union (EU) region Fitbit commits to comply with the General
Data Protection Regulation (GDPR) published in 2018. No specifications were made in the policy for
non EU countries (Fitbit, 2018).

3 Apple watch privacy policy

Apple watch’s privacy policy states that PII and other information is collected from users for purposes
of improving service delivery to the user. The information collected may be shared to third parties who
provide services, products and marketing on behalf of Apple. The privacy policy states no PIl is shared
with third parties for marketing purposes (Apple Inc, 2019).

The privacy policy states that data is only retained for the purpose of providing the service that it has
been collected for. The user is allowed access to a copy of their data which Apple commits to keep
accurate, complete and up-to-date. The user is also allowed to delete their information, however, the
policy states that this action may be denied if deletion of the data undermines the legitimate use of the
data (Apple Inc, 2019). For international users the policy abides by the Asia-Pacific Economic Coop-
eration (APEC) Cross Boarder Privacy Rules System, which provides a framework for protection of Pl
transferred among APEC participating economies (Apple Inc, 2019).
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4 POPIA

POPIA was published in 2005 for public comment and enacted in 2013 as an Act of parliament. POPIA
governs the collection, processing and sharing of personally identifiable information. The Act came
into effect in 2018 and is now being enforced (Kandeh et al., 2018). A regulator has been appointed to
monitor the compliance of all individuals and organisations that collect or process information (Kandeh
et al., 2018; Parliament of the Republic of South Africa, 2013). The Act is generic and is meant to apply
to all collection and processing of personally identifiable information (Katurura & Cilliers, 2016). The
Act prescribes eight principles that must be complied with when handling personal information. The
principles cover the following areas (Kandeh et al., 2018; Katurura & Cilliers, 2016):

1. Accountability — the entity collecting data must notify the user what information is collected
and obtain consent from the user before any data is collected.

2. Processing limitation — the information should only be processed for purposes of providing the
service it was collected for. The aim of the information processing should be to the benefit of
the end user.

3. Purpose specification- only information relevant to the specific task can be collected from the
user.

4. Further processing limitation — information should not be retained beyond provision of the
service for which it was collected for unless the service is still ongoing.

5. Information quality- the individual or organisation collecting the information must be commit-
ted to making sure that the users information remains correct, complete and accurate at all
times.

6. Openness — should a breach in privacy occur the affected user to whom the compromised data
belongs must be notified and sufficient reparations proportional to the damage or loss suffered
due to the loss must be paid by the entity collecting the data. Subsequently the information
regulator must also be notified of the breach.

7. Security safeguards — significant security safeguards, both physical and software, must be im-
plemented to protect the data.

8. Data subject participation- the subject to home the data relates should be allowed to view and
edit their information should it not be accurate.

5 Theoretical grounding of the study

The study made use of a heuristics framework to evaluate the privacy considerations of wearable health
devices by comparing individual device privacy policies and POPIA. Heuristics can be defined as a
method of quickly evaluating or problem solving without external help (Nur, Sulaiman, & Aman, 2018).
Hutton et al., (2018) identified a heuristic framework that can be used to evaluate the privacy of data
being collected and shared through wearable health devices (Figure 1). The heuristics framework was
aimed at evaluating four broad categories of privacy management which are the control of third party
disclosure, informed consent to data collection, access to information collected and continued control
over data collection once consent is given. After identifying these categories, the individual factors for
each category were identified from four sources: privacy literature for wearable health devices; the
European Union’s GDPR; Inostroza, Rusu, Roncagliolo, & Rusu, (2013)study of usability heuristics
for touchscreen mobile devices and the STRAP Framework, a technique that is aimed at supporting
analysts in identifying privacy and security concerns during early design. Hutton et al., (2018)tested
their heuristics framework against the privacy policies of 64 popular self-tracking services and wearable
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devices. The results of the study indicated that the majority of the privacy policies did not provide
users’ full access to their own data, did not acquire sufficient consent for the use of the data, or inade-
quately extended controls to third parties. The study also found that services for health related data
tracking were worse than other types of services at privacy compliance (Hutton et al., 2018). The heu-
ristics framework combine the most recent mobile health privacy regulations and best practises hence
they are ideal for use for this study. An illustration of how the heuristics were constructed and used in
the original study is shown below as well as an indication of the focus area of this study. This study
only made use of the ‘Privacy Heuristics’ category as indicated in Figure 1 to evaluate the privacy
policies of wearable health devices against POPIA.

6 Methodology

The study made use of a literature review to investigate the research problem. A qualitative, interpretive
approach was applied to critically evaluate the privacy policies of Apple watch and Fitbit against POPIA
making use of Hutton et al’s heuristics framework (Hutton et al., 2018). The Privacy policies of Apple
watch and Fitbit were read independently by 2 researchers after which their summaries were compared
on the four broad categories of the heuristics framework: notice or awareness, choice and consent, ac-
cess and participation, and social disclosure. The same method was applied to POPIA. A comparative
analysis of POPIA, the Fitbit and Apple watch privacy policies against the heuristics developed by
Hutton et al., (2018) provided insight into the discussion in table 1.

This study will only focus on the
m\ / heuristics developed in this part of
QS < the process illustrated
Heuristics
Heuristic scoring
B .
Apps
Hardware market LISt
data

Figure 1: Heuristics framework (Hutton et al., 2018)

Table 1: Comparison of POPIA and the privacy policies of Fithit and Apple watch

POPIA Fitbit | Apple
watch

Notice or Awareness
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H1 Before data are shared with a remote actor, X X X
the entity collecting the data is explicitly iden-
tified.

H2 Before data are shared with a remote actor, X X X
the uses of the data are explicitly identified.

H3 Before data are shared with a remote actor, X
the potential recipients are explicitly identi-
fied.

H4 The nature and means of the data collected X X X
are explicitly identified.

H5 Steps taken to ensure confidentiality, integ- X X
rity, and quality of data are explained.

H6 For those of above satisfied, notice is suffi- X
ciently explicit.

H7 Can control when data are used for non-op- X X X
erational secondary use, such as marketing or
research.

Choice or Consent:

H8 Consent acquired before data shared with X
remote actor.

H9 Consent is explicitly opt-in: no preticked X
checkboxes, etc.

H10 Can choose which data types are automati- X X
cally collected from sensors or other sources,
for example, connect a finance app to a single
bank account or track steps but not heart rate.

H11 Data collection consent is dynamic: if new X
types of data are being collected, consent is
renewed in situ.

H12 Data processing consent is dynamic: if the X
purpose of processing changes, consent is re-
newed.

H13 Data distribution consent is dynamic: if the X
actors’ data are distributed to changes, con-
sent is renewed.

H14 Consent to store and process data can be re- X
voked at any time: with the service and any
other actors.

H15 Can control where data are stored.

Access or Participation

H16 All raw collected data can be extracted X X
from the service

H17 All data are available in standard text for- X X
mats

H18 Data extraction is available from within the X X
service, for example, without raising a request
with support
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H19 Programmatic access to data is possible, for X X X
example, app programming interfaces are ex-
posed
Social Disclosure and Usability
H20 Privacy controls are per-disclosure, for ex- X X

ample, individual workouts can be published
to a social networking site, not relying solely
on global defaults

H21 Privacy controls allow granular sharing of
data types, for example, when sharing a
workout, the distance can be shared but not

the pace.
H22 Error prevention: is explicit confirmation
acquired before a disclosure?
H23 Minimize user memory load: Effects of a X X

disclosure are visible throughout the disclo-
sure flow (ie, memory of earlier decisions not
required).

H24 Minimalist: During the disclosure flow no
extraneous information (such as adverts or ir-
relevant user interface elements) is displayed.
H25 Consistency: Information shown during the X X
disclosure flow is consistent with the effect of
the disclosure.

H26 Help and documentation: Contextual help X X
with making privacy decisions is available.

The comparison found that POPIA covers all the factors under the categories of notice and awareness,
choice and consent and access or participation. POPIA does not cover any factors under social disclo-
sure and usability. Fitbit covered four out of the seven factors under notice and awareness. The policy
only covered one factor under choice and consent while covering all the factors under access or partic-
ipation. The policy covers four of the seven factors in the social disclosure and usability category. The
Apple watch policy covered five of the seven factors in notice and awareness while only covering one
of the factors in the choice and consent category. The policy covered all the factors on access and
participation and but only four factors of the social disclosure and usability category.

7 Discussion

The study aimed to evaluate how the privacy of user data collected using wearables is protected under
POPIA when compared the individual device privacy policies. The privacy policies were evaluated
making use of the heuristics framework developed by Hutton et al., (2018). The following observations
were made during the evaluation.

Notice or Awareness: POPIA covered all factors relating to notice and awareness. The main focus
being the explicitness of the notice of intention to collect data, the data being collected as well as the
intended use of the data. Both Fitbit and Apple watch’s privacy policy made a good effort to cover all
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the heuristics except explicitly identifying third parties that user data is shared with as well as an ambi-
guity when notifying the user when the data is shared with a third party. Apple watch and Fitbit both
included in their policy that user data may be shared to external organisations for further processing or
for generating marketing content (Apple Inc, 2019; Fitbit, 2018). The third parties are not identified and
the user is not notified when this data is being shared or when the data they are viewing has been
processed by a third party. The sharing of data to third parties exposes the user data to other privacy
concerns related to data in transit such as packet sniffing where data packets are intercepted and read
before reaching their intended destination (Cilliers, 2019). In addition, Fitbit and Apple may not have
control over the security measures to protect data or the intent of the third party when the process the
data.

Choice or Consent: POPIA covered all the factors focusing on consent being obtained before col-
lection of any data as well as the need to seek consent if any further information is to be collected from
the user (Parliament of the Republic of South Africa, 2013). Apple watch and Fitbit did seek consent
before collecting data, however, the use of any of their services was dependent on the user granting
consent at device setup and the user had minimal choice regarding which data to give consent over.
Collection of new types of data did not always require the user’s consent if the collection process did
not require the use of additional hardware features like microphones and sensors. Some of the services
such as diagnostic services that collect user information were automatically set to opt-in unless the user
opts out manually. The extension of consent to the collection of further data as well as the setting of
certain data collection to opt-in by default means that unless the user has taken care to review their
device settings they may be unwittingly sharing information without being aware of what they are shar-
ing (Hutton et al., 2018).

Access or Participation: All three policies covered the access and participation category allowing
the user to participate in the management of their data. However the ambiguity of ownership of the
data where the data is related to the user but owned by the service provider means in some cases the
user may only have limited participation in the data management (Apple Inc, 2019; Fitbit, 2018; Hutton
etal., 2018). Factor in this category aim to provide users with more control over their data to ensure the
integrity of their information is maintained at all times. Control of data also allows users to evaluate
and reinforce privacy controls over sensitive information (Hutton et al., 2018).

Social Disclosure Usability: This category evaluated how the interface provides adequate infor-
mation to the user about the information they are about to share with others. It also evaluated the gran-
ularity of the control over which information the user chooses to share. These heuristics protect the
user’s privacy by ensuring the user does not accidentally share information that compromises their pri-
vacy due to lack of granular control over the data disclosure process (Hutton et al., 2018). For example
a jogger should have the ability to share information about their jog without sharing geographical loca-
tion data related to the jog. The category also evaluate how well the interface informs the user when
P11 is about to be disclosed during social disclosure (Hutton et al., 2018).

Fitbit and Apple watch’s privacy policy makes some effort to allow users to socially disclose their
data with other users with minimal memory load. It places the burden of privacy protection of the shared
information on the user while not offering granular control of the data sharing. The aim of the factors
in this category is to evaluate the controls that are given to the users when they share information from
their devices to social platforms. Apple watch and Fitbit provide users with controls to share individual
workout routines without relying on global settings that automate future disclosure of this information.

POPIA does not cover the category related to social disclosure of information collected through
wearable health devices. As discussed earlier wearable health devices, such as Fithit and Apple watch,
affords the user the ability to share their data with other social platforms either manually or automati-
cally (Apple Inc, 2019; Fitbit, 2018). Both Apple watch and Fitbit’s privacy policies were made to be
compliant with European Union (EU) data protection laws, one of which is the General Data Protection
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Regulation (GDPR) of 2018 (Apple Inc, 2019; Fitbit, 2018). The GDPR covers all aspects covered by
POPIA as well as social disclosure issues. The act also outlines in detail its applicability and its rele-
vance to any information related to EU citizens regardless of where the data may be collected (Botha
& Grobler, 2017). POPIA is clear on its application to South African business and organisations col-
lecting PII relating to South African citizens as well as the relevant penalties for noncompliance how-
ever, there is no prescription of its application to international organisations from outside the country
that may be collecting and processing Pl relating to South African citizens (Botha & Grobler, 2017).
Hence, the GDPR can be used as a substitute to evaluate the shortcomings of POPIA.

8 Recommendations

POPIA was intended to protect the privacy of PIl belonging to South African citizens regardless of
the methods being used to collect and process the PII. Advances in technology, increases in the ways
in which data can be collected as well as the volume of the data has left the act failing to cover some
privacy aspects as demonstrated in the discussion above. The study has the following recommendations
of how POPIA can be updated:

Extend the application of the Act to all entities collecting P11 related to South African citizens.
The EU through the GDPR has made its data privacy enforceable to all entities collecting data
relating to EU citizens and in doing so it has extended the protection of its citizens’ privacy beyond
the borders of the EU. In response to this both Apple watch and Fitbit changed the way they collect
and process data within the EU in order to stay compliant with the GDPR (Botha & Grobler, 2017;
Everlytic, 2018). If South Africa where to enforce POPIA to entities outside of South Africa then
there manufacturers of wearables would have to comply with the requirements of POPIA around
choice and consent such as the need to reacquire consent when new data is going to be collected
and the elimination of default opt in options when it comes to automated data collection.

Ensure that users of wearables are allowed granular control over consent
The study recommends that the Act creates measures to ensure that users are afforded more control
over the data sharing and social disclosure process in order to allowing for data sharing without
compromising the users’ privacy. In cases where users opt to share PII the holder of the data must
also be mandated to notify the user of the potential privacy breach consequence of sharing the data
before completing the data sharing process.

Afford users of wearables the right to be forgotten.

The Act must make provisions for users to choose to have all the data relating to them deleted should
they wish it. Apple watch and Fitbit do allow users to delete data however, Fitbit states it may take 90
days to delete all the data while Apple watch states that there may be residual data relating to the user
after deletion on their system (Apple Inc, 2019; Fitbit, 2018). With both of these services the risk to
privacy continues beyond the time that the user has decided to eliminate the risk by deleting all the data
relating to them.

This study also makes recommendations to users of wearables to better acquaint themselves with the
privacy policies of their products and making use of the available controls to ensure their PIl privacy.
While most of the wearables like Apple watch and Fitbit provide controls to restrict the amount of data
collected and shared it is up to the user to make use of their controls which are by default left to opt-in
users.
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9 Conclusion

Wearables collect process and share large amounts of PII user data which poses a threat to users’
privacy. While most of these wearables provide privacy policies to the users it is necessary to have
national laws protecting the user’s privacy also. South Africa has POPIA as the main Act applicable to
the protection of PII. However, POPIA does not cover issues related to the protection of users’ privacy
when there is social disclosure of their information collected through the wearables. When users choose
to share their information to certain social circles or the wearables provider chooses to share that infor-
mation on behalf of the user there should be safe guards to ensure that users do not accidentally share
information they do not intend to share or the shared information does not result in suffering of the user.
In order to enforce this there is a need to revise POPIA to include this aspect of information privacy.
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