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Abstract

Effective teamwork plays a crucial role in the dynamic field of cybersecurity.
However, identifying the specific knowledge, skills, and attitudes (KSAs) required for
successful cybersecurity teamwork poses challenges. One of these challenges is limited
access to proprietary information, which hinders the study of cybersecurity teamwork
KSAs. To address this issue, this research proposes the use of a cybersecurity-themed
board game as an experimental testbed to observe and analyze teamwork dynamics. By
studying teamwork within this simulated environment, valuable insights can be gained
that have the potential to translate to real-world cybersecurity teams. This research aims
to contribute to the understanding of cybersecurity team dynamics and inform the
development of future experimental testbeds that can provide insights into effective
cybersecurity teamwork. By acknowledging the challenges associated with limited
accessibility and employing innovative methodologies, this study seeks to make
meaningful contributions to knowledge of cybersecurity teamwork.

1 Introduction

Modern organizations encompass intricate systems, cognitively demanding tasks, and dynamic
teaming activities. Organizations are constantly evolving, requiring employees to possess and update
the necessary knowledge, skills, and attitudes (KSAs) to effectively accomplish their work.
Continuous awareness and training on these KSAs are essential for employees to navigate the
complex nature of their tasks and achieve desired outcomes. In the field of team performance,
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researchers have highlighted the importance of two distinct skill sets for effective teams: taskwork
skills and teamwork skills [1]. Taskwork skills refer to the abilities required by team members to
carry out their designated tasks, while teamwork skills primarily encompass the cognitions, attitudes,
and behaviors necessary for teams to function effectively in completing these tasks [2]. For example,
KSAs such as psychological safety, joint problem-solving orientation, perceived task
interdependence, and internal learning behaviors have been shown to be positively associated with
team performance outcomes across domains such as healthcare and aviation. Teams of
interdependent, specialized individuals with the requisite KSAs to perform complementary taskwork
provide a mechanism for teams to outperform individuals. Thus, an emergent property of teamwork is
higher achievement together. Thus, teamwork skills are important to the performance of modern
organizations, including those in cybersecurity functions.

Within cybersecurity, a lack of comprehensive understanding regarding the functioning of
cybersecurity teams poses a significant challenge. Agyepong and colleagues [3] identified inadequate
communication as one of the top challenges faced by security operations center analysts. This finding
highlights the critical role of effective communication within cybersecurity teams, suggesting the
need for a deeper understanding of the specific KSAs required for successful teamwork in this
context. Although significant literature exists on enhancing team effectiveness [2], [4], [5],
cybersecurity work presents distinct challenges. First, cybersecurity teams operate in a reactive
environment, where threats rapidly emerge and evolve. This creates an atmosphere of demanding
adaptability and resilience like the dynamic, high-pressure environments that military combat teams
and emergency medical trauma response teams operate in. However, cybersecurity teams are
relatively understudied compared to those teams, and may have unique aspects. Secondly, the abstract
and cognitively demanding nature of cybersecurity work sets it apart from many professions [6].
While extensive literature exists on team effectiveness, the distinct characteristics of cybersecurity
work necessitate domain specific studies. As a barrier for researchers, cybersecurity teams operate in
a context where the dissemination of operational information is limited due to security concerns and
the protection of proprietary data. This limited access to information about cybersecurity team
dynamics may impede progress towards identifying and defining specific cybersecurity teamwork
KSAs. Consequently, there remains a considerable gap in our understanding of the requisite KSAs for
effective cybersecurity teamwork, some of which include psychological safety, join problem-solving
orientation, perceived task interdependence, and internal learning behavior.

Addressing this knowledge gap necessitates innovative approaches that circumvent the access
problem yet still provide valuable insights into the composition and characteristics of effective
cybersecurity teams. In this regard, an avenue of exploration involves observing teamwork dynamics
within a cybersecurity-themed board game. By studying players engaged in such games, we can
potentially uncover useful information that sheds light on the fundamental components of successful
cybersecurity teamwork. Here, we take a step towards addressing the challenge of identifying and
delineating cybersecurity teamwork KSAs by utilizing a cybersecurity-themed board game as an
experimental platform. By examining the observable manifestations of effective teamwork within this
simulated environment, we hope to extract valuable insights that contribute to the limited existing
knowledge base. Such insights can lay the foundation for identifying comprehensive KSAs for
cybersecurity professionals.

1.1 Psychological Safety

Psychological safety has been deemed invaluable characteristic of teams within many domains.
Psychological safety is defined by how safe individual team members feel to speak up or take
interpersonal risk [7]. An example of someone who has high psychological safety would be able to
speak up to a supervisor or to the team when they find a mistake in the upcoming presentation slides.
That individual feels as though they would not be reprimanded for informing the rest of the team
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about this problem. A person with low psychological safety may feel uncomfortable or be unable to
speak up and share information. A systematic review found, in the high-risk domains encouraging
individuals to speak up can prevent injury or dangerous situations from occurring [8]. Within
cybersecurity, having high psychological safety among team members could be valuable in
identifying potential threats or problems within the existing security system. Measures of
psychological safety from [7] were used for this study. Items included “I feel I can bring up problems
and tough issues with the other party,” and “I feel the other party would not deliberately act in a way
that undermines my efforts.”

1.2 Joint Problem-Solving Orientation

Joint problem-solving orientation refers to a collaborative approach where team members work
together to identify, analyze, and solve problems collectively. It is characterized by a shared
understanding that problems are not individual responsibilities but rather shared challenges that
require the active participation and contributions of all team members. In joint problem-solving, team
members collaborate, exchange ideas, and integrate their diverse perspectives and expertise to
develop innovative solutions [9]. For example, by engaging in joint problem-solving, cybersecurity
professionals, researchers, organizations, and even government agencies can share their insights,
experiences, and best practices. This collaboration enables a more holistic understanding of the threat
landscape and promotes the development of innovative solutions. Moreover, by engaging in joint
problem-solving orientation, teams can improve overall performance and better enable them to
accomplish their goals. Joint problem-solving orientation survey items were adapted from [9]. Items
included “Problems arising as we worked were seen as joint rather than individual responsibilities,”
and “I view the other parties as a true partner in this work.”

1.3 Perceived Task Interdependence

Interdependence is a construct that represents the degree to which individuals or entities rely on
and influence each other within a system or relationship. It is used to describe the interconnectedness,
mutual reliance, and reciprocal influence between the elements or components of a system. Although
the board game requires task interdependence to some extent (players must complete their own turns
before other players complete theirs), the extent to which participants rely on each other throughout
the game will likely vary team to team. One team may have a leader that instructs others on the
appropriate actions, whereas other teams may demonstrate a shared leadership approach or,
alternatively, rarely consult each other at all. For the purposes of this study, perceived team task
interdependence items were used to assess how well participants rated their relative task
interdependence of their given team. Perceived interdependence was measured through survey
questions from [10] upon completion of the board game task. An example of survey items used to
assess perceived interdependence included “Members of this team had to depend heavily on one
another to get the team’s work done,” and “Members of this team had their own individual jobs to do,
with little need for them to work together.”

1.4 Internal Learning Behavior

Internal learning behavior plays a crucial role in the success of teams across various domains [11].
Internal learning behaviors encompass the cognitive and psychological processes through which
individuals acquire new knowledge, skills, or understandings based on their experiences. It involves
the interactions among team members, such as questioning, seeking feedback, and openly discussing
errors, with the aim of improving future performance [7]. For instance, in team-based games,
reflection and feedback processing are critical as players collaborate, communicate, and coordinate
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their actions to maximize their individual and collective performance during each turn. Through
internal learning, teams enhance their problem-solving and detection skills, collectively comprehend
the situation, and uncover new information [7], [11]. While internal learning behavior is inherently
individual, its components are essential for effective coordination among team members. This
characteristic can be observed in various domains where professionals must focus on relevant
information, acquire, process, and encode new knowledge into memory for future use, and translate
this information into action or communication to achieve goals. In the context of cybersecurity, a
rapidly evolving field, internal learning behaviors are particularly valuable as they enable
professionals to continuously learn about new threats, vulnerabilities, and emerging solutions [12]. By
utilizing internal learning behaviors, cybersecurity experts can adapt to evolving threats, enhance their
awareness, strengthen problem-solving capabilities, and develop greater expertise in cybersecurity.
Gaining a deeper understanding of internal learning behaviors and optimizing them can contribute to
more effective learning strategies, improved problem-solving abilities, and enhanced decision-making
skills, all of which are critical for a team's success. Internal learning behaviors were assessed through
survey items adopted from [11] such as “We regularly took time to figure out ways to improve our
team’s work processes,” and “People in the team often spoke up to test assumptions about issues
under discussion.”

1.5 The Current Paper

The current paper discusses the results of a pilot study with a small sample size of four teams of
two to three individuals. Pilot studies may be thought of as preliminary studies that are conducted to
evaluate the sustainability of a planned study and avoid problems that could arise when the large-scale
study is conducted [13]. Through the exploration of a unique and accessible methodology, we
endeavor to unveil findings that can inform future research in the field of cybersecurity team
effectiveness. Some researchers have argued that there is an ethical obligation to attempt to publish
the results of pilot studies to promote transparency and knowledge sharing within the research
community, especially in an area with a limited amount of research [13]. Moreover, we recognize that
disseminating the findings of this pilot study can have practical implications by influencing research
resources and preventing unnecessary duplication of effort. Embracing this principle, we strive to
contribute to the advancement of the cybersecurity field and facilitate evidence based approaches to
enhance cybersecurity team performance.

2 Methods

2.1 Participants

Four teams of 2-3 players were recruited from a small southeastern university in the United States.
This resulted in 9 total participants, with one team of three. The remaining three teams were dyads.
No specific participant inclusion criteria were employed in the selection process; however, all
participants were over 18 years of age. Participants received the following description of the study: “I
am asking you to take part in a research project for the purpose of investigating the relationship
between joint problem-solving orientation, psychological safety, interdependence, and internal
learning behaviors on team performance. You will be asked to complete a couple of surveys and then
assigned a role to play in the board game known as [d0x3d!]. You will be participating on a team with
other team members. Your game play will be videotaped without capturing your face. After the game
is completed, you will be asked to complete a survey about your experience. The total time of your
participation is approximately 90 minutes.”
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2.2 Procedure

Upon participants' arrival, they were instructed to read and sign the consent forms. They were then
directed to login to iPads to complete the demographic survey and cybersecurity knowledge quiz.
Afterward, participants were seated and instructed to watch a tutorial video on game play and then
engage in a practice round. Participants were informed of specific game rules during the tutorial, such
as the flipping of starting tiles, trading or giving loot cards only between players on the same tile,
flipping of tiles around pawns, and the consequences of decommissioning tiles or assets. During the
practice round, participants had the opportunity to ask the researcher questions. Following the practice
round, the board game was played for 60 minutes. Once the game started, researchers ceased
providing assistance. Nonetheless, players had access to a packet containing the rules of the board
game, which they could consult at any time during gameplay. The researcher would intervene if
players made an incorrect move, stating, "that is incorrect/not allowed. Please refer to the rule book
for more information on the appropriate actions.” At the end of the game, participants were instructed
to complete a second survey on the iPads which included items related to psychological safety, joint
problem-solving orientation, interdependence, and internal learning behavior measures. Once
completed, a debriefing was conducted, thanking participants for their participation, providing contact
information for further questions, and explaining the purpose of the study.

2.3 Simulation Testbed

This study used a commercial off-the-shelf board game called [d0x3d!] [14] to cultivate an
environment in which teamwork and decision making are emphasized. [d0x3d!] is a cooperative
board game where players act as hackers aiming to infiltrate a network, collect digital assets, and
escape before being apprehended by network administrators. The board of [d0x3d!] is modeled after a
computer network, in which each player takes on a particular hacker role to help the other players
travel through the network and retrieve stolen digital assets. For the purposes of this study, players
were only allowed to serve in the roles of social engineer, traffic spoofer, and war driver.

2.4 Demographic Survey and Cybersecurity Knowledge Quiz

A demographic survey was used to gather essential information about participants. The survey
asked participants to report their age and gender. The demographic survey also assessed video game
playing and board game playing habits of participants. Specifically, participants were asked to
indicate the hours per week they played video games, with the following options: “I don’t play board
games,” “Less than 5,7 “5-10,” “11-15,” “16-20,” and “20+.” The same measurement was used to
assess board game play.

The Pew Research Center’s cybersecurity knowledge quiz [15] was designed to assess individuals'
knowledge and awareness of cybersecurity issues and best practices. It consisted of a series of
multiple-choice questions covering topics such as online safety, password security, and privacy. This
quiz was used to measure cybersecurity knowledge.

2.5 Team Performance Assessment

Team performance was measured through multiple metrics at the end of game play. Those team
performance measures were win/loss, the number of digital assets recovered, and infocon level. Each
of these measures was recorded by the researcher upon completion of the game.

Win/Loss. This is a binary metric of performance, indicated by whether the team won or lost the
game. To win, the team must have retrieved all four stolen digital assets, met on the Internet Gateway
tile, and played a zero-day exploit card. If the team lost, this means that the threat level reached
Infocon Level one, or that the game became impossible to win.

104



Investigating Team Level KSAs in Cybersecurity:... C. M. Fausett et al.

Number of Digital Assets Recovered. The object of the game was to recover all four digital assets
and escape. The four digital assets include: authentication credentials, financial data, intellectual
property, and personally identifiable information. Because recovering digital assets is a goal of the
game, the number is a logical measure of team performance (i.e, the more digital assets recovered, the
better the team performed).

Infocon Level. The infocon level measures performance inversely; it is raised whenever players
have been spotted. The infocon level acts as a barrier to success in the game; the higher the infocon
level, the more machines the admins investigate. The infocon level acts like the infection rate tracker
in the popular board game Pandemic [16]. This metric is generally negatively associated with team
performance (higher infocon levels increase the game difficulty and make it harder to win).

3 Results

The demographic survey collected information concerning each participant’s background, video
game experience, board game experience, and cybersecurity knowledge. The collected demographic
survey items (Table 1) reveal a relatively homogenous sample, with participants reporting similar age
ranges, board game experience, and cybersecurity knowledge. Additionally, no participant indicated
that they had ever heard of or played [d0x3d!] previously.

Participant Age Ranges Percentage of Sample
18-22 88.89%
23-26 11.11%
Gender

Male 44.44%
Female 55.56%
How many hours a week do you play video

games?

[ don’t play video games 22.22%
Less than 5 44.44%
5-10 22.22%
11-15 11.11%
How many hours a week do you play board

games?

[ don’t play board games 44%
Less than 5 33%
5-10 22%
Cybersecurity Knowledge

4 out of 10 questions correct 11%
5 out of 10 questions correct 11%
6 out of 10 questions correct 44%
7 out of 10 questions correct 11%
8 out of 10 questions correct 22%

Table 1: Participant Demographics

The following section will discuss each of the four teams and their outcomes as far as team
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performance, psychological safety, joint problem-solving orientation, perceived task interdependence,
and internal learning behaviors.

3.1 Team 1

Team 1. Team 1 successfully won the board game. This team had the highest psychological safety
score across all the four teams. They also had high scores for joint problem-solving orientation,
perceived task interdependence, and internal learning behaviors. Interestingly, the individuals on this
team had the lowest average score on the cybersecurity knowledge quiz. This indicates that it is
unlikely prior knowledge of cybersecurity is necessary to play and understand the game. The team
required all four digital assets, as is required to win. Notably, the team had a higher infocon level (4
out of 5) and still managed to win.

3.2 Team?2

Team 2 lost the game. This team had relatively average scores for psychological safety, joint
problem-solving orientation, perceived task interdependence, and cybersecurity knowledge. This team
only managed to recover one of the four digital assets and ended the game with an infocon level of 3.

3.3 Team 3

Team 3 arguably performed the worst of all for teams, losing the game. They had only one digital
asset and ended the game with an infocon level of 5 (the maximum level before getting “doxed”).
This team also consistently had the lowest scores for psychological safety, joint problem-solving
orientation, perceived task interdependence, and internal learning behaviors. Internal learning
behaviors was remarkably low (M = 1.5) and suggests that low scores in this area may be harmful to
team performance. Interestingly, this team had high combined scores of cybersecurity knowledge.

3.4 Team4

Team 4 successfully won the game. They had the highest score for joint problem-solving
orientation (M = 4.9) and internal learning behaviors (M = 4.83). This team finished the game,
acquiring all four digital assets, with an infocon level of 2. This team had the same averaged
cybersecurity knowledge score as Team 3.

3.5 Fisher’s Exact Tests

To determine if there was any association between board-game playing and winning or losing
[d0x3d!] we performed Fisher’s exact tests. Fisher’s exact tests were chosen to understand if the
proportions of one variable (win/lose) were dependent upon another variable (board game play) given
that expected cell counts were < 5. The results (p = 1.00) do not indicate a significant association
found between board game play and wins/losses. The same was done for video game play and
wins/losses. The results (p = 1.00) do no indicate a significant association between video game play
and wins/losses. Although this indicates these factors did not play a significant role in the success of
failure of the four teams, these results are inconclusive due to low power. No interpretation should be
made based on the results obtained.
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Team 1 Mean (SD)
Psychological Safety 5 (0.0)
Joint-Problem Solving Orientation 4.86 (0.23)
Perceived Task Interdependence 422  (0.51)
Internal Learning Behaviors 4 (0.58)
Cybersecurity Knowledge (out of 10) 5 (1.0)
Win/Loss Win -
Digital Assets Retrieved (out of 4) 4 -
Infocon Level (out of 5) 4 -
Team 2 Mean (SD)
Psychological Safety 417  (0.47)
Joint-Problem Solving Orientation 45  (0.28)
Perceived Task Interdependence 3.83  (0.24)
Internal Learning Behaviors 333 (0.24)
Cybersecurity Knowledge (out of 10) 6.5 (141
Win/Loss Loss -
Digital Assets Retrieved (out of 4) 1 -
Infocon Level (out of 5) 3 -
Team 3 Mean (SD)
Psychological Safety 333 (0.47)
Joint-Problem Solving Orientation 3.8 (0.28)
Perceived Task Interdependence 3.16  (0.24)
Internal Learning Behaviors 1.5 (0.24)
Cybersecurity Knowledge (out of 10) 7 (141
Win/Loss Loss -
Digital Assets Retrieved (out of 4) 1 -
Infocon Level (out of 5) 5 -
Team 4 Mean (SD)
Psychological Safety 417  (0.24)
Joint-Problem Solving Orientation 49 (0.14)
Perceived Task Interdependence 45  (0.71)
Internal Learning Behaviors 4.83  (0.24)
Cybersecurity Knowledge (out of 10) 7 (141
Win/Loss Win -
Digital Assets Retrieved (out of 4) 4 -
Infocon Level (out of 5) 2 -

Table 2: Summary of metrics and measurements by team

107



Investigating Team Level KSAs in Cybersecurity:... C. M. Fausett et al.

4 Discussion

4.1 Implications

With this study, we aimed to demonstrate a method for observing team performance in a
cybersecurity context. Using the board game [d0x3d!], we found that we could obtain interpretable
data from novice participants. Further, as participants with diverse levels of cybersecurity knowledge
were able to successfully engage in the gameplay, this method may hold promise to observe
teamwork in a general context. For example, it may be possible to measure and develop teamwork
among novice cybersecurity professionals or K-12 students with limited domain knowledge.

The primary implication of this research is methodological. We have presented a framework for
using easily available games to capture team performance. With replication and further refinement,
the findings of this research may have several implications for both research and practice in the field
of cybersecurity team effectiveness. By exploring the team-level KSAs that may be applicable to
cybersecurity teamwork, future research can add to the limited knowledge base on teamwork and
cybersecurity. Team-level KSAs, such as psychological safety, joint-problem solving orientation,
perceived interdependence, and internal learning behaviors, may guide for organizations seeking to
enhance the performance of their cybersecurity teams. Understanding the relevant KSAs for
cybersecurity teams can help form high- performing teams that effectively respond to the ever-
evolving cybersecurity landscape.

Second, the unique challenges faced by cybersecurity teams, including their reactive environment
and high cognitive demands underscore the importance of domain-specific studies. The distinct nature
of cybersecurity work calls for tailored approaches to studying teamwork dynamics and identifying
the specific KSAs required for successful teaming. By addressing these challenges through innovative
research methodologies, such as the use of cybersecurity-themed board games, researchers can gain
deeper insights into the dynamics of cybersecurity teamwork and develop targeted interventions to
improve team effectiveness.

This study's implications extend to both research and practice by contributing to the understanding
of team-level KSAs specific to cybersecurity teamwork, emphasizing the need for domain-specific
studies to overcome access problems, and highlighting the importance of effective teamwork. This
work suggests that psychological safety, joint problem-solving orientation, perceived task
interdependence, and internal learning behaviors are worthy of further investigation in the context of
cybersecurity teams. By integrating these implications into future research and organizational
practices, strides can be made in enhancing the effectiveness and performance of cybersecurity teams,
ultimately strengthening the cybersecurity posture of organizations in the face of evolving threats.

4.2 Limitations

Despite the potential contributions of this pilot study to our understanding of cybersecurity
teamwork KSAs, it is important to acknowledge its inherent limitations. First and foremost, the scope
of the study is constrained by its pilot nature, which involves a small sample size and a limited
duration of data collection. As a result, the findings may not be generalizable to the broader
population of cybersecurity teams. It is essential to interpret the results within the context of the
specific conditions and constraints of the study. Furthermore, the use of a cybersecurity-themed board
game as an experimental platform introduces some unknowns we were not able to fully resolve.
While efforts have been made to simulate real-world teamwork dynamics, it is important to recognize
that it will not capture the complexity and nuances of actual cybersecurity team interactions. The
game environment may differ from real-life scenarios in terms of stress levels, time pressure, and the
consequences associated with cybersecurity decision-making. An important question for future
research is how the cybersecurity aspects of the game affect team performance compared to similar
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approaches in other domains (e.g., Pandemic; Leacock, 2008). Given the proprietary nature of
cybersecurity activities, the board game testbed offers a valuable analog to studying real-world
cybersecurity teaming. Another limitation is the reliance on observed metrics within the game as
indicators of effective teamwork. While these observations can provide valuable insights, they may
not fully capture the underlying cognitive processes, individual contributions, and team dynamics that
contribute to cybersecurity team effectiveness. It is important to note that this pilot study is
exploratory in nature and does not aim to provide definitive conclusions regarding cybersecurity
teamwork KSAs. Instead, it serves as a starting point for further investigation and refinement of
research methods and measures. Future research may benefit from investigating the effect of team
size on performance in this context, and the differences between ad-hoc and intact teams. Despite
these limitations, this pilot study makes a valuable methodological contribution to the literature and
may prove to be useful for future research in the field of cybersecurity team effectiveness. It serves as
an initial exploration of the potential benefits of using a cybersecurity-themed board game as an
experimental platform and provides insights that can inform the development of more comprehensive
research designs in the future.

5 Conclusion

In conclusion, this study sheds light on the important role of team-level KSAs in cybersecurity
teamwork and the unique challenges faced by cybersecurity teams. The findings emphasize the
significance of taskwork skills and teamwork skills for effective team performance, highlighting the
need for continuous training and development in these areas. The specific team-level KSAs studied
such as psychological safety, joint-problem solving orientation, perceived task interdependence, and
internal learning behaviors, serve as valuable guides for organizations aiming to enhance the
performance of their cybersecurity teams.
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